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5 Safes model
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Statistical Disclosure Control

SDC as a tool to mitigate risk

i.e. practice to reduce the risk of a 

disclosure

Can apply to any statistical output

Focus on quantitative methods

• Identification

• Attribution

• Secondary disclosure
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Name Address Sex DOB ..

Income ..Sex AgeIdentification

Attribution

Income levels for THF employees by gender

0-35k 35-65k >65k Total

Female 50 100 0 150

Male 5 50 100 155

Total 55 150 100 305

49 (-1)

Secondary 
disclosure



What is the problem?

Not an exact rule exercise: it is a risk assessment!

• Existing guidance developed for tabular outputs

• “Old” material - novel methodologies?

• Lack of consistency across disciplines

• Need for something practical to support practitioners

• National accreditation from UKSA & ONS

• Evolving data privacy legal scenario
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Who we are
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We are part of the working group for Safe Data Access Professionals in the UK

UK Data Service
Christine Woods
James Scott

Cancer Research UK
Richard Welpton The Health 

Foundation
Arne Wolters
Carlotta Greci



The project

Create a practical Handbook for practitioners

• not prescriptive but informative

• specific disclosure risk for each type of output

• alternative mitigating options

• aim towards the release of the output! 

Tips for organisations on managing SDC process

Guidance for analysts on producing good outputs
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Assessing disclosure (1)
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Histograms



Assessing disclosure (2)
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Assessing disclosure (3)
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Types of outputs

• Descriptive stats

• Box plot

• Concentration ratios

• Exclusion criteria

• Factor analysis

• Histograms & density plots

• Gini coeff

• Margin plots

• Percentiles

• Regressions & test stats

• Residuals

• Risk stratification

• Scatter plots

• Symmetry plots

• Stand differences

• Spatial analysis

• Survival analysis

• Time series
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For organisations..

Design SDC process to fit the 

organisation’s needs & risk appetite

Some tips:

• encourage good outputs

• independence of checkers

• 4 eyes principle

• workload & pressure

• accountability & auditing
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The key is.. good outputs!

What does make an output good?

• understanding of SDC principles

• be aware: cannot eliminate full risk of 

disclosure

Engaging with analysts

• SLA

• Consistency

• Training
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What is next

• Developing a training dataset & material

• Review with SDC practitioners

• External peer review

• Informing national consultation (UKSA & ONS)

• Publication (expected August 2018)

• Sharing it with our IASSIST colleagues!
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Thank you
Arne, Carlotta, Christine, James & Richard

Carlotta.Greci@health.org.uk
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